=

}. ST Journal of Information Systems and Telecommunication http://jist.acecr.org
Vol.13, No.1, January-March 2025, 33-49 ISSN 2322-1437 / EISSN:2345-2773

Review on Architecture and Challenges in Smart Cities

Mehdi Azadimotlagh **, Narges Jafari?, Reza Sharafdini?

!. Department of Computer Engineering of Jam, Persian Gulf University, Jam, Iran
2, Department of Computer Engineering, Amirkabir University of Technology, Tehran, Iran
3. Department of Mathematics, Persian Gulf University, Bushehr, Iran

Received: 25 Oct 2024/ Revised: 04 Mar 2025/ Accepted: 05 Apr 2025

Abstract

Due to rapid urbanization, a balance between resources and urban growth is required. For the achievement of this equilibrium,
the use of information technologies is essential. Smart cities are the answer to this requirement, as a result, they improve
various aspects of urban life and address related challenges and/or mitigate them. Modern technologies, including a wide
range of Internet of Things (IoT) sensors, are used in smart cities for collecting and analyzing data on different aspects of
urban life to enhance their inhabitants' lives. Smart cities improve the sustainability and efficiency of urban dynamics. Today,
smart cities can enhance services and citizens' lives in various fields such as governance, education, healthcare, transportation,
and energy. Smart city applications require collaboration among individuals from various disciplines, including engineering,
architecture, urban design, and economics, to plan, design, implement, and deploy a smart solution for a specific task.
Therefore, a proper understanding of the applications and architecture of smart cities and the challenges they face is crucial.
In this paper, we will provide background information about the applications of smart cities, describe the architecture of
applications in smart cities, present security and privacy challenges to examine robustness and flexibility in smart city
applications, and examine new trends in this field.
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of sensors, actuators, and data processing resources to
ensure efficient and reliable digital services [7-9].

1- Introduction Technological advances like cloud computing systems, digital
. ) . devices, networks, sensor systems, and artificial intelligence
A Sf?t of economic, env;ronmer{tal,.and social factors has' a (AI) capabilities are used by smart city architects to allow the
significant impact on rapid urbanization. Therefore, economic, elements of smart cities to coordinate and communicate with
environmental, and social sustainability are essential to balance the routing protocol. In the coming years, smart cities will
rapid urbanization with cities' resources. Modern technologies experience significant development, particularly in consumer,
can improve the financial, environmental, and social aspects of industry, and public services fields. The key goal of most of
urban life simp}taneously, helping  to overcome re?latqd these fields is to focus on human comfort in smart homes and
challenges or mitigate them. As a result, rapid urbanization is buildings, along with smart transportation, healthcare,
one of the most important factors in the development of education, etc. It is crucial to pay attention to security and
intelligent infrastructure, accelerating the need for smart cities privacy issues to achieve robustness and resilience in smart
and smart spaces [1-6]. . o city infrastructures [5, 9-11].
Smart cities combine information, connectivity, and This paper is organized as follows:
§0Ph15tlc?ted sensors to manage munlclpal a'ssets, allowing Section 2 provides background information on various
information to be sent in real time by using Internet of applications of smart cities, offering in-depth insights into
Things (IoT) sensors and network infrastructures. Smart the technology's user-centric aspects.
city systems aim for a seamless and secure interconnection Section 3 describes the architecture and implementation of

smart city technology. The four-plane and five-plane
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architectures are introduced, followed by a detailed
discussion of the latest architectural model: the six-plane
architecture. Key implementation standards for each plane
of this model are also outlined.

Section 4 explores the challenges of implementing smart
city applications. These challenges are examined in detail
across four categories: security, data management,
infrastructure, and cyberattacks. At the end of this section,
the role of artificial intelligence in addressing cyberattacks
in smart cities is analyzed.

In the final section, an indicator for assessing the progress
and comparison of smart cities is presented. An economic
analysis of the necessity of transitioning toward smart cities
is provided, and the section concludes by introducing the
most important emerging trends for future research in the
field..

2- Applications and Advantages

Intelligent cities improve the sustainability and efficiency
of urban dynamics. Smart city services encompass a wide
range of applications, from smart utilities to smart health,
smart transportation, smart governance, and smart
environment, utilizing real-time sensing, knowledge
engineering, and presentation of analyzed data in an
understandable format [2,7].

In the following, we review some key smart city
applications like governance [12-16], home and building
[8,17-20], public services [21-25], education [9,11,26-31],
healthcare [32-38], business management [39-42],
transportation [43-51], electricity and energy [8,17,33],
clean and sustainable environment [52-55], surveillance
[56-59], defense [60-63], agriculture [64-67], water
management [68-69], crime tracking and detection [70-73],
tourism [74-77], entertainment [1,78,79], etc.

2-1- Smart governance

For cities to become smart, we need standard frameworks
and procedures for integrating technology, citizens, and
governments. Smart governance, as the intelligent use of
ICT to improve decision-making through better
collaboration among different stakeholders, including
government and citizens, can be strongly related to
government approaches. Smart governance requires
complex interactions between governments, citizens, and
other  stakeholders. = Transparency, collaboration,
participation, partnership, communication, and
accountability are important smart governance factors that
impact the quality of life in the context of smart cities. ICT-
based tools, such as social media, and openness can be
factors that increase citizen engagement and support smart
government [14-16].

2-2- Smart Home and Smart Building

A smart environment can acquire and apply knowledge
about its occupants and their surroundings for adaption to
the occupants and meet comfort and efficiency goals. Smart
homes and smart buildings are two representative
applications within the smart environment that use an
ensemble of sensors and actuators installed in homes to
improve energy consumption, promote healthy lifestyles,
ensure security, etc., which inevitably ties smart homes with
other smart city applications such as smart grid and smart
healthcare. Aside from their many advantages, smart homes
are sometimes perceived by citizens as an invasion of their
privacy and security [17-20,80].

2-3- Smart Public Services

The fundamental organizational framework of the intelligent
city includes advances in communications, data analytics,
IoT development, and a range of physical infrastructures for
smart operations management. Smart cities provide many
advantages to enhance the safety of the public, such as linked
surveillance systems, smart roads and transportation, public
safety monitoring, education, healthcare, crime tracking and
detection, etc. [4,25].

2-4- Smart Education

Smart education utilizing Al has numerous potential
applications, such as grading and evaluating students,
predicting student retention and dropout rates, conducting
sentiment analysis, providing intelligent tutoring, and
monitoring and recommending systems for classrooms.
Smart education in a smart city has education-hard
problems and education-soft problems and ways to resolve
them. The hard problems are the management of education
with technology to optimize or monitor in real-time by the
IoT technology the physical infrastructure, aspects related
to the institutions of higher education as strategies for
teaching and learning, high-tech services, the interaction
between student-professor, and the design and development
of multimedia contents for learning. The soft problems are
the educational problems that handle information inaccurate
or incomplete, with uncertainty and ambiguity, being
ambiguous, volatile, poorly understood, and dynamic
(education public policy, administration, decision-making,
educational reforms) [11,26,29].

2-5- Smart Healthcare

In response to challenges such as population aging and the
widespread outbreak of chronic diseases such as diabetes
and obesity, a wide variety of smart healthcare applications
employ sensing technologies with different characteristics
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suitable to provide personalized and continuous monitoring.
Recent technological advancements have made medical
sensing possible for patients in their homes and offices.
Smart healthcare systems can automatically monitor and
track patients, personnel, and biomedical devices within
hospitals and improve workflow efficiency in hospitals.
Also, they can monitor the spread of diseases by healthcare
institutions and people’s reactions to environmental factors,
such as pollution [9,33,34]. The conceptual system for real-
time remote cardiac health monitoring proposed in [36] has
reduced healthcare costs while increasing diagnostic
accuracy.

2-6- Smart Business Management

Organizations across industries are increasingly utilizing Al
systems to enhance their innovation processes, supply
chains, marketing and sales, and other business functions.
Through the implementation of Al, firms have reported
efficiency gains from automation and improved decision-
making due to more relevant, accurate, and timely
predictions. Alibaba, one of the largest retail commerce
companies in the world, provides the fundamental
technology infrastructure and marketing reach to engage
with its users, customers, and business partners [39-42].

2-7- Smart Transportation

By developing cities and increasing population, smart
transportation has become an essential component of
modern societies. Smart transportation establishes
connectivity among vehicles, citizens, and infrastructure to
improve road safety, reduce traffic, and increase fuel
efficiency. The main motivation for developing smart
transportation is to help improve the traffic flow of cities for
people who want a shorter time for their daily trips. Also,
smart transportation can protect pedestrians while walking
in the streets or crossing the roads. For this purpose, traffic
sensors are also used to detect and track pedestrian behavior
[44-46, 49-51].

2-8- Smart Electricity and Energy

Given the urgent need for energy development in cities and
the challenges of energy supply sources, it is crucial to
address these issues. Monitoring and control programs,
energy harvesting, and innovative measurement methods
through smart devices are becoming increasingly important.
Smart grids are revolutionizing existing electricity
distribution systems due to the growing demand for energy
and the expansion of new and innovative information and
communication technologies (ICT), especially from an
economic perspective [17] [81].

2-9- Clean and Sustainable Environment

Humanity is currently facing immense challenges related to
Air pollution mitigating environmental impacts and also
reduction of CO2 emissions. Traditional methods to
monitor air quality are complex and costly. IoT-based
pollution control systems are real-time and more precise,
using faster, more cost-effective, and modern technology
devices. The processing of images and Al-based systems of
the IoT could lead to a major evolution in the clean energy
production sector [53-55].

2-10- Smart Surveillance

The purpose of smart surveillance is to monitor people,
homes, industries, offices, etc. in the absence of the user
using loT-based security surveillance systems. A great
example of smart surveillance is the NATO big project
namely WITNESS, which includes wide integration of
sensor networks [56,57,59,82,83].

2-11- Smart Defense

Smart defense is all about creating security at a lower cost
through collaboration and increased flexibility. In this
approach, countries form smaller groups to pool their
resources and develop capabilities that can benefit the entire
alliance. Smart defense systems incorporate cutting-edge
sensors, weapon systems, command and control elements,
and decision-making tools to safeguard a nation against a
wide range of threats. Additionally, smart cyber defense is
centered on protecting against cyberattacks originating in
cyberspace and enhancing defense strategies [60,62,84].

2-12- Smart Crime Tracking and Detection

Recently, information and communication technologies
have been used to track and monitor crime and criminal
activities in real-time online to reduce the crime rate. An
IoT-based detection and tracking of criminals system aims
to enable communication and collaboration between
citizens and police forces in the criminal investigation
process by using IoT technologies and local data
computation; and distribution, along with information
sharing. Using new sensors to detect criminal behavior and
identify individual perpetrators; leads to deterrence and
crime prevention [70,72,73].

2-13- Smart Water Management

Water quality management has gained utmost importance
due to increasing pollution levels caused by industrial
growth. Hence, it is essential to address the smart utilization
of water resources, both from the quantity and quality
perspectives [68,69].

2-14- Smart Agriculture
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By utilizing the IoT and big data solutions, agricultural lands
can be automatically managed, tracked, and improved in
terms of operational efficiency and productivity with minimal
human intervention. Generally, IoT applications for smart
agriculture can be classified into seven categories; including
smart monitoring, smart water management, agrochemical
applications, disease management, smart harvesting, supply
chain management, and smart agricultural practices [65-67].

2-15- Smart Tourism and Entertainment

Smart tourism involves the integration of innovation and
information technology with tourism applications and urban
infrastructure to provide solutions to tourists to meet
specific travel-related needs. For example, Dubai has
implemented a smart city and smart tourism platforms to
interact with various stakeholders. Also, new technologies
provide a framework for creating entertainment and
augmented reality systems, using cloud-based technologies
and real-time mobile technology interaction in various
contexts [74,75,77,79].

2-16- AI-Based Smart City Applications

In a smart city application, Al techniques aim to process and
identify patterns in data obtained from individual sensors or
collective data generated by several sensors and provide
useful insights on how to optimize underlying services.
Explainable Al is particularly important in some key
applications of smart cities, such as healthcare,
transportation, banking, and other financial services. For
instance, in transportation, Al could be used to analyze data
collected from different parts of a city for future planning
or deploying different transportation schemes in the city.
The basic motivation of ML applications in healthcare lies
in their ability to automatically analyze, identify hidden
patterns, and extract meaningful clinical insights from large
volumes of data, which is beyond the scope of human
capabilities [85-88].

3- Smart City Applications Architecture and
Implementation

The first architectural model for smart cities is a 4-layer
framework comprising the sensor, transmission, data
management, and application layers. In this model, security
is not treated as a standalone layer but is instead integrated
into each of the existing layers to ensure comprehensive
protection [89]. To address the limitations of this approach,
amore advanced and widely recognized architectural model
has been developed. This model incorporates five key
planes: sensing, communication, data, security, privacy,
and the application plane, as illustrated in Figure 1. This
framework builds upon the 4-layer model by introducing a

dedicated security plane, enhancing the overall robustness
of the architecture [9]. To improve interaction between
different applications and create a unified smart city
ecosystem, new definitions of smart city architecture have
introduced a new abstraction layer called the business logic
or management plane. This plane acts as an additional
management layer placed above multiple applications
within a smart city and provides support for functions like
device management, local network topology management,
and traffic and congestion management. Its main goal is to
enhance communication between these applications and
ensure efficient management of the smart city, which
includes monitoring system performance and addressing
any issues that may arise [90].

Sensing plane «Smart city planes»

et
oo

abave
aata, set

| Monagement plone |

| Application plane

I e ‘Cummuakunon —

Security plane J

Fig 1. A High-Level Representation of the Smart City Six Planes Architecture

Although each plane has its standards for implementation in
smart cities, the most crucial frameworks for developing
and implementing smart cities are ITU-T Y.4000, ISO
37120, IEEE P1950.1, IEEE P2413.1, and the IES-City
Framework from NIST.

The following subsections will delve into the architecture
and significance of the sixth plane.

3-1- Sensing Plane

Collecting the correct data necessary for efficient analysis
and decision-making in smart cities is a challenging and
intricate task. This typically involves utilizing various
components such as sensor networks, IoT devices, and
more. Sensors can gather data from different smart city
devices in various formats and can be applied in diverse
scenarios. At the implementation level of this plane, sensors
are generally divided into two categories. The first category
includes dedicated sensors, such as humidity, temperature,
and imaging sensors, which are designed to collect data for
specific parameters. The second category comprises non-
dedicated sensors, such as infrared, FID, and GPS sensors,
which are capable of collecting and transmitting a variety of
data types. In the field of sensors, we encounter three
generations of these devices. The initial generation
consisted of a limited number of sensor devices per
application. The second generation was mainly influenced
by the introduction of data fusion, enabling valuable
insights to be derived by merging data from a wide array of
sensors. The most recent (third) generation now integrates
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information from external sources like databases, research,
and external applications [9,89].

However, sensing in smart cities encounters several
challenges, with the inadequate power supply being the
primary cause of many of these obstacles. While energy
harvesting techniques can alleviate this issue, their
effectiveness in meeting other requirements such as cost,
portability, and size is still limited. Additionally, the sensor
plane is plagued by high fragmentation and heterogeneity,
which complicates ensuring interoperability and scalability.
The maturation of population sensing solutions can address
many of these needs. Despite advancements in data
processing and communication techniques contributing to
this progress, the sensor plane itself has seen significant
enhancements. Particularly, improvements in VLSI design
have consistently decreased the power consumption and
cost of sensors while enhancing their on-node computing
capabilities [9].

3-2- Communication Plane

In the sensor plane, a network of connected devices collects
data. After the data collection, it needs to be sent to the
destination. Besides, the connected devices also need to
communicate with others. The communication plane acts as
a data flow interface between the sensing and data planes,
facilitating the flow of commands and firmware updates
from the data and management planes to the sensor devices.
At the implementation level, the communication plane's
functionality is divided into two components: the front-end
and the back-end. The front-end establishes connections
between sensor devices and focal points, such as access
points or gateways. It encompasses local wireless networks,
local wired networks, and backhaul networks. The back-
end, on the other hand, provides communication links
between these focal points and a centralized cloud-based or
distributed edge-based data plane. This component handles
the adoption, aggregation, and preprocessing of data.

The functionality of this plane can also be divided into three
fields: (1) The first functional field is in-field
communication, which involves resource-constrained
sensor nodes to collect raw data and send it to in-field
gateways or access points via wireless or wired
connections. (2) The second functional field is the
aggregation and adaptation capability, which involves
cluster heads, gateways, and access points that have
relatively more computational power than field sensors. The
adaptation capability bridges the heterogeneous network
technologies that exist in a typical smart city
implementation. It ensures interoperability with the
Internet, through which access to the cloud and its various
services is provided. Finally, the third functional field is the
network application component, which standardizes the
message exchange between centralized or distributed cloud-
based or edge-based servers and field devices, regardless of

their ~vendor, topology, and functionality. The
sending/receiving of data takes place at the transport layer,
and the communication technology for communication can
be divided into two primary modes. The first mode is short-
range communication, which is suitable for various low-
power sensor networks. The second mode is long-range
communication, which is suitable for communication
between ordinary smart devices such as mobile devices and
various smart wired and wireless devices [9,89,91]. The
most important [oT communication standards and protocols
are MQTT, CoAP, LoRaWAN, Sigfox, Thread, Bluetooth,
and BLE. Also, the most important IoT Networking
Standards and protocols are 6LoWPAN, IPv6, and Thread.

3-3- Data Plane

Various smart city infrastructures continuously generate
data. Data analysis is one of the most important features and
functions of sustainable smart cities. The data plane is a
hardware/software framework in smart city applications
that enables the analysis, storage, processing, and
visualization of data by observing data requirements such
as accuracy, volume, value, diversity, and speed of
transmission. Ultimately, it provides machine intelligence
for smart city managers and residents, helping them make
informed decisions in program implementation. Data
collected from various sources must be cleaned and
processed before use. Given the large volume of data
generated in a smart city and the increasing amount of data,
processing, storing, and maintaining them is a significant
challenge; therefore, smart city infrastructures must be
scalable. Data visualization can help smart city users and
administrators understand the information extracted from
the smart city. Machine learning and deep learning
algorithms can be used to extract useful information from
raw data. In an integrated smart city, effective and coherent
visualization of data is crucial and challenging due to the
wide range and differentiation of applications [9,92,93].

Two common approaches to data plane implementation are
centralized cloud-based and distributed edge-based
implementations. The former often offers superior
management, usability, and reliability, while the latter
usually excels in scalability and latency by reducing the
physical distance between field devices and the data plane
[89,94]. For example, the infrastructure monitoring system
proposed in [95]. adopts a cloud-based architecture to meet
core requirements such as large-scale data, real-time
processing, and reliability, using replication techniques to
enhance system robustness against occasional failures [96].
also proposes an edge-based platform with embedded
scheduling techniques that reduce energy demand and
provide quality service assurance. This solution allows
participants to share their storage and processing resources
through a Peer-to-Peer (P2P) network. The most important
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IoT data and semantic standards and protocols are JSON,
XML, RDF, and OWL.

3-4- Application Plane

The design of smart city services begins with defining
applications. Other planes are then deployed to meet the
needs of this application plane, from data collection to
analysis. The application plane, as a service provider based
on data generated by other planes, is crucial for users. This
plane connects all components of a smart city so residents
can enjoy the benefits of a smart city. The analyzed data
from other planes is presented here as decisions. While
people may not be aware of how applications work or the
algorithms used for data collection and analysis, they can
interact with the application plane to view final results and
benefit from smart city services. These results include smart
health services, smart energy, smart waste management,
smart agriculture, smart education, and more. It's important
to note that the efficiency of many smart city applications
can be evaluated through this plane. If a program cannot
effectively communicate with smart city users, even if it
presents accurate results, it won't be utilized effectively.
Therefore, a proper and user-friendly design of this plane is
crucial [9,89]. Also, the most important IoT application
layer standards and protocols are AMQP, LwM2M, XMPP,
SSI, CoAP, MQTT, DDS, SMS/SMPP, USSD, and HTTP.

3-5- Management Plane

To optimally manage smart city applications and create
convergence between different applications, the
management plane sits on top of other sensor,
communication, data, and application planes. In addition to
device management, this plane also supports local network
topology management, traffic, and congestion management.
Its main goal is to increase communication between these
applications and ensure efficient smart city management,
including monitoring system performance and addressing
any arising issues. The tasks of this plane are generally
divided into two categories: Information Technology
Service Management (ITSM) and Enterprise Business
Service Management (ESM).

ITSM at three macro levels includes the strategy for
delivering smart city services, reporting and dashboarding,
and continuous service development. At a more granular
level, tasks such as change management, service requests,
project management, service asset management, asset
management, service portfolio management, and service
knowledge and catalog management constitute its
components. ESM involves collaboration, follow-up, and
improvement. Although at a more granular level, these
components are similar to the IT service management level,
issues are addressed from the perspective and framework of
the organization and business rather than from an IT

perspective [90,97]. The most important IoT device
management standards and protocols are OMA-DM, OMA
LWM2M, and AMQP.

3-6- Security Plane

The security plane of smart cities is situated alongside all the
other smart city planes to ensure security. Each plane shown
in Figure 1 requires mechanisms to guarantee security and
privacy. The challenging task of meeting these requirements
falls to the security plane. Many of these challenges stem
from the security issues present in traditional information and
communication systems used in other planes. Each smart city
plane is made up of a variety of embedded cyber-physical
systems, shared communication and computing
infrastructures, and distributed systems. This diversity is a
major factor contributing to the security challenges faced by
smart cities. As a result, smart cities are increasingly
vulnerable to cyber attacks, which can originate from both
internal and external sources, underscoring the importance of
security and privacy considerations. Designing an effective
security plane necessitates comprehensive solutions that
address the unique challenges faced by each plane. Some of
these challenges include the susceptibility of the application
plane to spoofing attacks due to its role in data collection and
usage. The sensing plane is often vulnerable to attacks on the
limited power capacity of sensors, given the challenges of
power and energy provision. The communication plane
requires security solutions that take into account the
interoperability and coexistence of different communication
technologies. The data plane manages a vast amount of
heterogeneous, unstructured data stored in the cloud or at the
mobile edge, inheriting security issues from cloud-based
systems. Additionally, the management plane encounters
authentication challenges [9,84,98-105]. In general,
implementing services such as authentication, identification,
access control, privacy, and data integrity are all related to
this plane. The most important IoT Security Standards and
protocols are TLS/SSL, DTLS, ECC, OAuth, and X.509.

4- Challenges

Smart city applications typically include a wide variety of
sensing devices, leading to heterogeneity in sensing,
communication, data, and security planes. Ensuring
interoperability among these components and integrating
them with existing infrastructure are major challenges in
these applications [34]. Generally, challenges in the field of
smart city applications can be classified into four categories:

1) Security challenges

2) Data-related challenges

3) Infrastructure challenges

4) Attacks
In the following section, these categories will be reviewed.



Journal of Information Systems and Telecommunication, Vol.12, No.3, July-September 2024 39

4-1- Security Challenges

Security challenges include integrity, availability, privacy,
confidentiality,  authentication, responsibility, and
reliability which we must pay attention to in smart city
applications [106-109]. In the following, the security
challenges are reviewed.

4-1-1- Integrity

Data must be accurate and not easily accessible. This also
includes protecting against external tampering [4].

4-1-2- Availability

Reliable real-time access is needed to monitor the different
elements of the smart city infrastructure [4].

4-1-3- Privacy

The biggest challenge in human-centric smart city
applications is ensuring the privacy of citizens, which is
their fundamental right [1,107].

4-1-4- Confidentiality

Sensitive information must be kept private and secure
against unauthorized access. This may include the
deployment of firewalls or data anonymization [4].

4-1-5- Authentication

Continuous authentication and verification are essential for
participating devices in smart city applications. Hybrid
solutions combine behavioral pattern recognition with
conventional  biometrics-based hard  authentication
techniques to address this challenge [110].

4-1-6- Responsibility

System users must be responsible for their activities and
interactions with sensitive data systems. User logs should
document who accesses the information to provide
accountability if issues arise [4].

4-1-7- Reliability

Reliability is defined as the probability that a product,
system, or service will perform its intended function
adequately for a specified period or operate in a defined
environment without failure.

4-2- 4-2- Data-Related Challenges

Several challenges are associated with the collection, storage,
sharing, ensuring, and maintaining the quality of data [1]. In
the following, data-related challenges are reviewed.

4-2-1- Data ownership

people discuss data ownership, they really mean this key
role in the data governance framework. They are not the
only roles in a data governance framework, but they are the
senior people who will make the data governance
framework work.

4-2-2- Quality of Data

The quality of data in smart city applications largely
depends on the accuracy of the IoT devices and sensors used
for collecting data. Therefore, it should be ensured that the
data infrastructure is accurate and error-free [111].

4-2-3- Diversity/Characteristics of the Data

In smart city applications, data is collected through several
devices, making it challenging to understand the
characteristics of the data for removing outliers [112].

4-2-4- Data Auditing

Data auditing involves assessing data to analyze whether
the available data is suitable for a specific application, and
the risks associated with poor data [1,113].

4-2-5- Informed Consent

Informed consent, which is the process of informing and
obtaining participants’s consent for data collection, is a key
element of data ethics [1].

4-2-6- Data Biases

Datasets generally contain different types of hidden biases,
either due to the collector or the respondent, in the
collection phase, which are challenging to undo and have a
direct impact on the analysis [106]. Various data biases can
result in detrimental Al predictions in sensitive human-
centric applications. For instance, algorithmic predictions
may be biased against certain races and genders, as reported
in [114,115]. Intentional and unintentional bias in Al
decisions is even more dangerous, which might endanger
citizens’ lives in healthcare or law enforcement
applications. For example, Al-based software used for
future criminal predictions was found biased against blacks
[1,115].

4-2-7- Interpretation

A key challenge to deploying Al in smart city applications
is the lack of interpretability, which results in humans being
unable to understand the causes of an Al model’s decision
[116]. Interpretability is a set of features fed to an Al
algorithm, which learns from data by identifying hidden
patterns and producing predictions. It is a key characteristic
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of Al models deployed in smart city applications [116,117].
For better results, the data used for training an Al model
should be interpretable [1].

4-2-8- Open Data

For transparency and developing trust, the data and insights
obtained from the data should be openly accessible [1,118].

4-3- Infrastructure Challenges

Infrastructure challenges and security challenges include
items such as a constrained environment, robustness to
noise and interference, low-delay connectivity, and
processing and battery efficiency of smart mobile devices.
In the following, the security challenges are reviewed.

4-3-1- Constrained Environment:

Devices, in smart city applications, including data
collection sensors and data transfer networks generally have
limited resources (i.e., storage, bandwidth, and processing
power) [111,119].

4-3-2- Robustness to Noise and Interference

Noise robustness is the capability of an application to
maintain its performance despite noise and interference
during activity.

4-3-3- Low-Delay Connectivity and Processing,

In user experience, delays of even a fraction of a second can
determine success or failure, especially in the IoT as
connected devices become more common. Users expect
near-zero lag between user input and onscreen output. This
requirement is more about humans than modern computers.
While the device and its connection determine how quickly
user input is reflected on the screen, humans are highly
sensitive to response delays [120].

4-3-4- Battery Efficiency of Smart Mobile

Modern mobile devices that connect people consume a lot
of battery for sensing and communication capabilities.
Various sensors, high-resolution LCDs, wireless interfaces,
GPS, and other advanced features drain batteries quickly,
reducing operational time. Managing battery life in mobile
devices is crucial and requires addressing ways to
efficiently utilize battery life at hardware and software
levels [121,122].

4-4- Attacks

The increased use of Smart Cities creates new attack
opportunities for adversaries to gain access to or carry out
disruptive attacks against local government and critical

infrastructure networks. Security is one of the main
concerns in smart city applications. Al has its unique
security issues where a small modification in inputs or data
consumed by Al algorithms might change the decision of
Al models and cause serious consequences [1]. Intelligent
city technology depends heavily on wireless IP networks
that are increasingly susceptible to hackers [4]. AI models
can be vulnerable to different kinds of attacks, such as
adversarial examples, model extraction attacks,
backdooring attacks, Trojan attacks, membership inference,
and model inversion [123].
For instance, attackers can launch different types of
adversarial attacks on Al models to affect their predictive
capabilities and bias the decisions [124,125]. Attacks in
sensitive application domains such as connected autonomous
vehicles can lead to significant loss in terms of human lives
and infrastructure [124]. For example, an adversarial attacker
could potentially take control of an autonomous car on a
highway and demand money to restart it. They could also halt
a train on the platform just before the next train is scheduled
to arrive [125]. In the following, some of the most important
attacks are introduced:

1) Man-in-the-middle attacks

2) Data poisoning

3) Evasion attacks

4) Adversarial attacks

5) Trojan attacks

6) Model stealing (model extraction)

7) Membership inference attacks

4-4-1- Man-in-the-Middle Attacks

Manipulation of messages from a sender to a receiver, with
the action being unnoticed by neither end, is termed a man-
in-the-middle attack that has also been called manipulation
attacks with the advent of the IoT concept. The most
effective type of manipulation attack aims at manipulating
the network layer immediately at the time when a new
device is introduced to the network. As IoT is implemented
in a distributed mobile environment, this makes IoT
networks especially vulnerable [126-129].

In smart city applications, the session key establishment
procedure is an open target for man-in-the-middle attacks.
To address this vulnerability, a secure access control
method with the objective of session key establishment
based on a mutual authentication between a sender and a
receiver and ECC encryption at the lower layer is proposed
[130]. Network encryption, authentication and key
management, identity  verification, symmetric or
asymmetric data encryption, and digest algorithms are the
most effective solutions to answer smart city network layer
security issues [131].
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4-4-2- Data Poisoning Attack

In these attacks, adversaries intentionally manipulate
training data, e.g., incorrect labels, to degrade model
performance have control over the training data, or can
contribute to it. They inject malicious perturbations into
datasets, potentially leading to inaccurate results in offline
learning and real-time decision-making processes. These
attacks are an emerging threat as machine learning becomes
widely deployed in Al applications [132-135].

4-4-3- Evasion Attacks

Compared to data poisoning, evasion attacks can take place
after model training. In typical evasion attacks, an adversary
perturbs a legitimate input to craft an adversarial sample
that tricks a victim model into making an incorrect
prediction. An evasion attack happens when the network is
fed an “adversarial example” —a carefully perturbed input
that looks and feels the same as its untampered copy to a
human— but that completely throws off the classifier.
Evasion attacks alter model behavior, usually to benefit the
attacker [1,136].

4-4-4- Adversarial Attacks

This challenge has been recognized and discussed for crafting
fake data that could belong to different domains: text [137],
images [138], audio [139], and network signals [140], known
as adversarial examples, or evaluating and developing
solutions against this security threat [141]. Adversarial attacks
are considered severe security threats in learner-based models
due to their possible consequences. In smart cities and
collaborations of data-driven applications and devices, the
impact of misleading a model, e.g., a classifier, could result in
harsh situations and a costly mess [1,142].

4-4-5- Trojan Attacks

Trojan attacks on Al algorithms are also very common in
cloud and edge deployments of Al [143,144]. A Trojan
Horse virus is a type of malware that downloads onto a
computer disguised as a legitimate program. The delivery
method typically sees an attacker use social engineering to
hide malicious code within legitimate software to try and
gain users' system access with their software. Unlike
computer viruses, a Trojan horse cannot manifest by itself,
so it needs a user to download the server side of the
application for it to work. This means the executable file
should be implemented and the program installed for the
Trojan to attack a device’s system [145,146].

4-4-6- Model Stealing (Model Extraction)

The goal of model stealing (extraction) attacks is to steal the
parameters or functionality of a confidential model. Model
extraction is typically achieved by querying the confidential
model and learning from its responses [147,148]. This
occurs when an attacker gains access to the model's
parameters. The ultimate objective of the adversary is to
clone or reconstruct the target model, reverse engineer a
black-box model, or compromise the nature and properties
of the training data [149,150].

4-4-7- Membership Inference Attacks

In such attacks, the attackers do not necessarily need
knowledge about the parameters of an Al model. Instead,
knowledge of the type and architecture of the model and/or
the service used for developing the model is used to launch
an attack [1]. This attack allows an adversary to query a
trained machine-learning model to predict whether or not a
particular example was contained in the model’s training
dataset. During this attack, an attacker tries to determine if
you have used a particular person’s personal information to
train a machine learning model, to access the person’s
personal information [151-153].

4-5- Applications of AI in Responding to Cyber-
Attacks in Smart Cities

Here are some ways Al can be used to defend against
attacks in smart cities:

4-5-1- Improving the Efficiency of Intrusion Detection
Systems (IDS)

Intrusion detection involves identifying and monitoring
unauthorized access attempts to an information system.
IDS, which can be hardware or software-based,
continuously monitors network activity to identify unusual
patterns and security risks to prevent cyberattacks. These
systems consist of three main components: sensors for
collecting data across the network, an analytics engine for
processing the collected data, and a reporting system to alert
administrators to potential threats and attacks. One
challenge of IDS is reporting false positives of cyberattacks.
False positives occur when traffic passing through the IDS
is detected as a cyberattack when it is not, reducing their
accuracy, efficiency, and reliability. By using AI and
machine learning algorithms, it is possible to reduce false
positives by improving the accuracy of intrusion detection
systems and identifying unusual patterns and potential
threats in real-time. These systems use machine learning to
continuously learn and adapt to new threats, and Al-
enhanced machine learning IDS algorithms to analyze
network traffic patterns and detect anomalies that may
indicate a cyberattack. Al-based IDS with intelligent
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architectural frameworks can address security and privacy
challenges in smart cities [154-156].

4-5-2- Attack Detection Frameworks

Al-based frameworks, such as the MDATA model, can
enhance multi-stage attack detection capabilities by
utilizing dynamic cognition based on spatio-temporal data.
These models can identify attack patterns at various stages
and gather events from different sources, allowing for a
comprehensive understanding of security events. They can
also assess the severity and impact of threats to prioritize
and issue alerts [155].

4-5-3- Cybersecurity Defense Mechanisms

By integrating Al and cyber defense strategies such as
software-defined networks (SDN) and fog computing, it is
possible to overcome the challenges of resource limitations
in smart city [oT equipment and create strong security. Fog
computing, which complements cloud computing, utilizes
end devices for data processing and storage. SDN is a
network architecture approach that is intelligently and
centrally controlled and programmed using software
programs. In these networks, intelligence separates the
network from the hardware, allowing for continuous and
comprehensive management regardless of the network
background technology. Therefore, by using Al at the edge
of the network and relying on fog computing and SDN, it is
possible to increase processing speed, enhance threat
detection capabilities, and automatically respond to threats
[157][158,159].

4-5-4- Machine Learning Techniques

Techniques such as deep learning and support vector
machines (SVM) are advanced methods for detecting
cybersecurity attacks that can be effective in identifying and
mitigating threats in [oT environments. Deep learning is
used to identify complex patterns and detect sophisticated
attacks, in which neural networks analyze large volumes of
data. Given the power of SVM to classify data points into
different categories, it is possible to distinguish between
normal and malicious activities. Machine learning models
can also identify potential threats by detecting deviations
from normal behavior [154] [156].

5- Comparison of Smart Cities and New Trends

According to the 2023 report of the International Society for
Urban Informatics on the ranking of smart cities, six
indicators have been considered for comparing smart cities.
These indicators include smart mobility, smart living, smart

environment, smart people, smart government, and smart
economy .

The goal of the smart mobility index is to benefit from a smart
transportation system that is efficient, economical, safe, and
environmentally friendly. The goal of the smart living index
is to benefit from smart technologies to improve the living
conditions of citizens and create a comfortable, safe, and
healthy life. The smart environment reflects the creation of a
balance between the city, nature, and residents based on
smart technologies. The smart people index relies on creating
a suitable environment for citizenship in a way that promotes
favorable physical, mental, educational, and cultural states
for citizens. The smart government index relies on the use of
information technology-based services and systems to
provide integrated services to the people by the government.
The smart economy index refers to the use of new
technologies to increase the efficiency of human resources,
sustainability of economic development, and social welfare .
According to the above indicators, the top 10 smart cities in
the world are, in order: Copenhagen, Stockholm, Helsinki,
Berlin, New York, Toronto, Zurich, Oslo, Hong Kong, and
London [97].
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Fig. 2 Smart City Index Framework [97]

A review of the economic and industrial development
strategies of industrialized, developed, and developing
countries ssuch as the USA, Germany, France, Japan,
China, South Korea, India, Indonesia, Turkey and the UAE
highlights that smartization of industry has become one of
the most critical components of competitive advantage and
global market leadership. However, achieving this is
impossible without prioritizing the development of smart
city infrastructure. Studies indicate that companies and
industries failing to take significant steps in this direction
risk losing a substantial share of their market soon and may
even face complete market exit.

To analyze future trends in the field of smart cities, we use
analyses conducted by reputable institutions such as
Gartner, Forbes, and Deloitte. In recent years, we have seen
a growing use of Al for planning and service delivery in
urban areas. This includes data analysis, more efficient
resource allocation, predictive modeling, and providing
critical real-time alerts to citizens. Given the increasing
world population and water shortages in many regions of
the world, the use of technological solutions to solve this
challenge is of great interest in the coming years.
Technologies that are used to manage water collection,
storage, and use, consumption management, as well as
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predicting availability, recycling, distribution, and
desalination are of great interest. As cities become smarter,
digital citizenship will become increasingly important, and
governments will have programs to verify digital identities
and use them to provide services such as applying for
permits, receiving welfare payments, and paying taxes.
Smart transportation infrastructure will gain momentum in
the future to solve traffic problems, and air pollution,
increase travel safety, and

move toward a healthier city. Digital twins are a virtual
representation of physical assets using real-world data that
can predict how components or systems will behave in the
real world. The concept will have widespread application in
predictive maintenance in industry and will develop rapidly.
In the coming years, smart healthcare will grow rapidly,
relying on digital technologies to enhance the quality of
healthcare and expedite the prevention, diagnosis, and
treatment of diseases. Advanced cities such as Singapore,
Helsinki, and Dublin are also implementing digital twin
projects on a city scale. Advanced smart cities like
Rotterdam and New York will utilize IoT technologies to
address instability, extreme changes, and weather events
such as storms, floods, fires, and droughts. This will enable
them to more effectively respond to and overcome these
challenges [160] [161] [162]
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In its 2024 Technology Outlook report, Gartner ranks the
smart world among the most popular emerging technologies
that will experience high growth in the next 1 to 8 years and
will create major changes in the use of new technology.
Accordingly, figure 3, in the next 1 to 3 years, the use of
digital twins in industry to improve the quality of products
based on real customer data, as well as the use of multi-

model wuser interfaces to increase human-computer
interaction, will grow rapidly. In the next 3 to 6 years,
integrated smart cities and Al avatars will also see
significant development. In the next 6 to 8 years, [160]

6- Conclusion

Considering the lack of urban resources and the rapid
growth of the population of cities, it is inevitable to move
towards the increasing development of various services
based on the [oT and the emergence of smart cities. Smart
cities will have strong development in the coming years,
but now in some related areas, great changes have taken
place. In this paper, various applications of smart cities
such as governance, healthcare, education, transportation,
agriculture, energy, surveillance, etc. were reviewed, and
it was shown that the scope of smart cities can encompass
all aspects of life. To get a proper understanding of the
implementation framework of smart city applications,
their 5-plane architectures were reviewed. Various aspects
of the security and privacy of smart city applications are
requirements for their robustness and resilience, which
were reviewed in the last part of this paper. New trends
can motivate further studies in this area. The main point of
this paper is that moving towards smart cities is not just an
option, but a technological necessity. In the next decade,
countries, cities, companies, and industries that make
substantial progress towards becoming smarter will
prosper, while those that fall behind risk being left out of
competition.
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